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| had such a great time at
#1LaraconAU that | decided to create a
Twitter account to follow some of the

great speakers!

Jess Archer @jessarchercodes
“"‘ 11:32pm - 20 Oct 2018
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What is an SPA?
(Single Page Application)



What is an SPA?
(Single Full Page Load Application)



Why build an SPA?



“It feels like an app”

— Everyone



Code Sharing




AP]

Native 3rd Party



<!-- MyComponent.vue -->

<template web>
<input v-model="name" />
</template>

<template native>
<TextField v-model="name" />
</template>

<script>
export default {
// shared logic

}

</script>

nativescript-vue.org


https://nativescript-vue.org/

Why not build an SPA?



We need to re-engineer things
that the browser ordinarily give us



Easy to harm user experience
and accessibility



Hard to optimise for search engines



More work

Slower to build

More to maintain



SPA
Authentication



Goals

(assumptions)

The SPA should be completely decoupled
from the back-end

OAuth2 and JWTs are the gold standards
for authentication



OAuth

Primarily intended
for third-party auth




OAuth

Requires the client to
hold tokens or secrets




@alexbilbie Hey, on
alexbilbie.com/guide-to-oauth... you
recommend password grant for 1st

party SPAs. | was wondering how you
keep the client_secret, well, secret?

Jess Archer ©@jessarchercodes
ﬁ 8:53pm - 21 Dec 2018




©) > | wrote that guide
several years ago so it’s a little out of
date - especially with regards to the
case you mentioned. In summary the
answer is don't use a client secret,
use short access token TTL and
refresh regularly

D Alex Bilbie @alexbilbie
gil 0:01am - 28 Dec 2018




Short access tokens...

Refresh regularly...

(Sorry Alex)



Why short access tokens
and refresh regularly?



If JavaScript can access a token
it is vulnerable to XSS attacks.



JWT

JSON Web Tokens



JWT

Really clever way to do decentralised
and stateless authentication



JWT

JavaScript clients
need to hold the token



I felt like | kep
hitting walls... }.

™
i



It’s really surprising to me that | can’t
find a single “recommended”
approach to logging in with an SPA by
just firing the username and password
over AJAX somewhere and getting a
token back. Works fine for server-side
app, how come there’'s no “safe”
password login flow for SPAs?

[ il Adam Wathan @adamwathan
B 12:24am -1 Aug 2019




The solution?



Cookies!



Cookies marked HttpOnly cannot be
accessed by JavaScript



®. Can't use Laravel's default token-based APl middleware

o Could put your APl routes in routes/web.php touse
the session cookie

Could change your routes/api.php middleware to
“ use sessions

Or...



Laravel Passport
It's not just for OAuth!

(But it also does OAuth!)



Passport can authenticate
via cookies too!



'web' => [

\Laravel\Passport\Http\Middleware\CreateFreshApiToken: :class,
1



// resources/js/bootstrap.js

window.axios.interceptors.response.use(undefined, function (error) {
switch (error.response.status) {
case 401: // Not logged in
case 419: // Session expired
case 503: // Down for maintenance
// Bounce the user to the login screen with a redirect back
window. location.reload()

14

500:
alert('Ooops, something went wrong! The team have been notified.')

I/

Promise.reject(error);

1),



SESSION_LIFETIME=43200



State Management



<hl1>H1i, {{ name }}</hl>

{
data() {

{

name: 'Laracon',



Count: {{ count }}

props: [
"count'

1,



Count: {{ count }}

<button @click="$emit('increment')">
Increment

props: [
"count'

1,



One-Way Data Flow
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https://vuejs.org/v2/guide/components-props.html


https://vuejs.org/v2/guide/components-props.html

Store Pattern

Notify
Actions

Store

manages

}

Shared
State

Trigger
Updates

Component Component




Demo

Don't worry - no live coding on my first talk &



import Vuex from 'vuex'

const store = new Vuex.Store({
state: {}, // data

getters: {}, // computed properties

mutations: {}, // methods that change state

actions: {} // arbiltrary async methods

1)



Freedom can be paralysing in
software development



Vuex as the interface to my API
and single source of truth for my data



| only push data to Vuex when
it's ready to be saved to the server.

methods: {
save() {
.$store.dispatch( ' luckybDucks/save', . LuckyDuck)

}
}



| place my API requests inside
Vuex "Actions”

actions: {
(context, LluckyDuck) {
ax1ios. ('/api/lucky-ducks', TluckyDuck)



| store the data returned from the server,
not what was passed to the Vuex action.

axios.post('/api/lucky-ducks', luckyDuck)
(response => {
context.commit('save', response. : )

1)



Vuex 'vuex'
LluckyDucks 'modu les/ lucky-ducks.js'
occasions 'modu les/occasions.js'

const store = new Vuex.Store({
modules: {
luckyDucks,
occasions,

1)



Structuring your data
on the front end



LuckyDuckController

index()

auth()
->user ()
->luckyDucks
->1load( 'occasions');



e o R
"nickname": "Sally",
"occasions": [

{
"id": 1,
"type": "birthday",
"date": "1989-11-30"
i

}






What | wanted...

LluckybDuck.occasions.forEach(occasion => {
occasion.doSomething()

1)

occasions.forEach(occasion => {
occasion.doSomething()

1)

occasion = findById(123)



Flatten your data
on the front end



state: {
LluckyDucks: {
1: {
id: 1,
nickname: 'Sally’,
occasions: [1, 2, 3]

Iy

3

occasions: {
1: {
id: 1,
type: 'birthday',
date: '1989-11-30'
lucky_duck_id: 1
I



state: {
LluckybDucks: {
1: {
id: 1,
nickname: 'Sally’,
occasions: [1, 2, 3]

Iy

3

occasions: {
1: {
id: 1,
type: 'birthday',
date: '1989-11-30'
lucky_duck_1id: 1
I



state: {
luckyDucks: {
1: {
id: 1,
nickname: 'Sally’,
occasions: [1, 2, 3]

Iy

Iy

occasions: {
1: {
id: 1,
type: 'birthday',
date: '1989-11-30'
lucky_duck_id: 1
I



state: {
luckyDucks: {
1: {
id: 1,
nickname: 'Sally’,
occasions: [1, 2, 3]

Iy

Iy

occasions: {
1: {
id: 1,
type: 'birthday',
date: '1989-11-30'
lucky_duck_id: 1
I



state: {
luckybDucks: {
1: {
id: 1,
nickname: 'Sally’,
occasions: [1, 2, 3]

Iy

Iy

occasions: {
1: {
id: 1,
type: 'birthday',
date: '1989-11-30'
lucky_duck_id: 1
I



Modal Back Router Hack







Demo

Still no live coding



created() {
unregisterRouterGuard = .$router.beforekach((to, , hext) => {
.back()

next ( )
1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)

iy

methods: {
back() {
¥



created() {
unregisterRouterGuard = .$router.beforekach((to, , hext) => {
.back()

next ( )
1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)

I

methods: {
back() {
h



created() {
const unregisterRouterGuard = this.$router.beforekEach((to, from, next) => {
.back()

next ( )

1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)

¥

methods: {
back() {
b



created() {
unregisterRouterGuard = .$router.beforekach((to, , hext) => {
this.back()

next ( )
1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)
¥
methods: {
back() {
/7. ..
b



created() {
unregisterRouterGuard = .$router.beforekach((to, , hext) => {
.back()

next(false)

1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)

iy

methods: {
back() {
h



created() {
const unregisterRouterGuard = this.$router.beforekEach((to, from, next) => {
.back()

next ( )

1)

.$once( 'hook:destroyed', () => {
unregisterRouterGuard()

1)

¥

methods: {
back() {
b



created() {
unreglisterRouterGuard = .$router.beforekach((to, , hext) => {
.back()

next ( )

1)

this.$once('hook:destroyed', () => {
unregisterRouterGuard()

1)

¥

methods: {
back() {
b



Modal Focus Management

https://developer.mozilla.org/en-
US/docs/Web/Accessibility/ARIA/Roles/dialog _role


https://developer.mozilla.org/en-US/docs/Web/Accessibility/ARIA/Roles/dialog_role

$ npm install vue-focus-lock

<FocusLock>
<MyModal />
</FocusLock>



Loading Animations



// resources/view/app.blade.php
@extends(' layouts.html')
@section( 'body')
<div id="#app'">
<app>
@include('partials. loading')
</app>

</div>

@endsection



// resources/views/partials/loading.blade.php

<div style="height: 100vh; display: flex; align-items: center; justify-content: center;">

<svg
role="img"
sty le="
width: 3rem;
-webkit-animation: loading-bounce 2s infinite;
animation: loading-bounce 2s infinite;
fill: currentColor;
color: #38B2AC;
viewBox="0 0 100 100"
xmlns="http://www.w3.0rg/2000/svg"
>
<path fill-rule="evenodd" clip-rule="evenodd" d="M29.5194 46.6111H90.727V58.7306H2
</svg>

</path></div>



// resources/views/partials/loading.blade.php

"height: 100vh; display: flex; align-items: center; justify-content: center;"

role="1img"
style="
width: 3rem;
-webkit-animation: loading-bounce 2s infinite;

animation: loading-bounce 2s infinite;
fill: currentColor;
color: #38B2AC;

viewBox="0 0 100 100"
xmlns="http://www.w3.0rg/2000/svg"

"evenodd" "evenodd" '"M29.5194 46.6111H90.727V58.7306H2



// resources/views/layouts/html.blade.php

@keyframes loading-bounce {
0%, 25%, 50%, 75%, 100% {
-webkit-transform: translateY(0);
transform: translateY(0);

15% {
-webkit-transform: translateY(-20px);
transform: translateY(-20px);

35% {

-webkit-transform: translateY(-12px);
transform: translateY(-12px);

@-webkit-keyframes loading-bounce {






Keep your bundle small



moment "moment’

moment.utc(value).fromNow()

dayjs 'dayjs'’
utc 'dayjs/plugin/utc'’
relativeTime 'dayjs/plugin/relativeTime’

dayjs.extend(utc)
dayjs.extend(relativeTime)

dayjs.utc(value).fromNow()



moment

moment .utc(value).fromNow()

dayjs
import utc from 'dayjs/plugin/utc'’
import relativeTime from 'dayjs/plugin/relativeTime’

dayjs.extend(utc)
dayjs.extend(relativeTime)

dayjs.utc(value).fromNow()



S

677 KB (minified) = 416 KB

(261 KB!)



// Before

window._ = require('lodash')
_.keyBy(...)
// After

import keyBy from 'lodash/keyBy'

keyBy(...)



Alternatives

Server rendered apps
are still awesome!

Inertia.js
1nertiajs.com

Livewire
laravel-1livewire.com


https://inertiajs.com/
https://laravel-livewire.com/

= GiftyDuck

giftyduck.com
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